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What is CTF?

▶ Stands for Capture the Flag

▶ Sport consisting of solving hacking challenges

▶ Usually done in a team
▶ Flag as proof of solving a challenge

▶ Example flag: flagbot{sh0uld_h4ve_g0ne_f0r_the_he4d}

▶ Challenges grouped into five major categories: pwn, reversing, web, crypto and misc
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pwn challenges

▶ Usually a small application

▶ Get remote code execution by finding a
vulnerability

▶ Often need to use a disassembler /
decompiler
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reversing challenges

▶ Very similar to pwn challenges

▶ Figure out, what the program exactly
does

▶ Examples are:
▶ Key generator
▶ Heavily obfuscated binary
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web challenges

▶ Focuses on web services, languages and frameworks

▶ Often a “blackbox”

▶ Could even have to exploit language bugs
▶ Examples are:

▶ SQL Injection
▶ XSS
▶ Badly implemented authentication
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crypto challenges

▶ Short for cryptography

▶ Find weaknesses in specific implementation of existing cryptography protocol

▶ Analyze published research for specific cryptography protocol
▶ Examples are:

▶ Using 3 as the exponent in RSA
▶ Not initializing the IV
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misc challenges

▶ No real focus

▶ Often includes steganography and
some cryptography

▶ Examples are:
▶ Hidden data inside an image
▶ Scavenger hunt
▶ Reading unknown symbols
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Who is flagbot?

▶ We are a VIS committee

▶ Meet every Monday for Training

▶ Participate (sometimes) in cool CTF events over the Weekends

▶ Currently ranked decently in Switzerland
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Who is organizers

▶ Joint team between polyglots (EPFL), cr0wn (UK) and secret.club

▶ Team up together for larger events

▶ Last year ranked #6 worldwide, 2022 we were #1

▶ Multiple big wins, such as best European team at DEFCON and #1 at Tencent
CTF 2021
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Some Impressions

DEFCON Finals in Las Vegas

20. January 2024 11 / 14



Some Impressions

Google CTF Hackceler8
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Some Impressions

Google CTF Hackceler8
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Some Impressions

SECCON Finals
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Some Impressions

Meetup for big events
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Some Impressions

Meetup for big events
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ctf@vis.ethz.ch Mailing list

▶ Subscribe at https://lists.vis.ethz.ch/postorius/lists/ctf.lists.vis.ethz.ch/

▶ We will send E-Mails there, whenever we participate in a CTF event

▶ Can be used to ask questions, but please keep them spoiler free!

▶ In general used for announcements
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Some Practical Example - Hackceler8

▶ Hackceler8 == Google CTF Finale

▶ Special type of MISC challenge, mostly game-hacking

▶ We had to ”reverse engineer” a game and find ways to cheat or exploit bugs
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picoCTF

▶ Beginner CTF

▶ Ideal way to introduce people to CTF

▶ Register here: play.picoctf.org
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