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Goals of this Lesson

g

» Another type of chal usually part of Misc
» What is Wireless Communication?

» Intro to Radio Singals & SDRs

> Air-berry

(explanation)
(explanation)

(challenge)
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Discord Invite Link

e
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Wireless Communication - Explanation
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Radio Signals

cos(2nf.t)

And1mu. CC BY-SA 4.0 <httos://creativecommons.org/licenses/bv-sa/4.0>. via Wikimedia Commons

Propagate through space at speed of light

c.’i

March 24, 2025 5/13



Radio Signals

Intuition

Sinusoidal radio signal (carrier)
Modulate (information)

* Amplitude

* Frequency

* Phase

z(t)

WAL
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Modulated to carry information
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Radio Signals

z(t)

X(t) =,a(t)*cos($(t)
Intuition /

aattt

Sinusoidal radio signal (carrier
Modulate (ian
* Amplitude

. Freque/
* Phase

Modulated to carry information

VVVVUUUUUU
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Radio
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Digital Signal Processing

Complex representation of real signal allows computers to work on sampled signals:

x(t)
s Im Aml:'p'litude if Frequency is
) _‘_hi_length the “rotation
‘ A Q ! speed”
1 ‘ ‘ ““ AAR: a 0,&9 Phase is the
IRy VAN @(t) | “angle”
‘l ,,,; t ](t) Re
x(t) = a(t)cos(@(t))

xq(t) = a(t)e!®®

The physical signal
(The real part) The mathematical representation
When receiving convert to (The complex analytical signal)
mathematical repr. When sending convert to physical signal

;’i
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Digital Signal Processing

» You get complex samples with
an | and a Q-component

» Demodulate RF transmissions
directly or you convert it back
to the real signal (x(t))

» Also cool useful
transformation:
Fourier transform

x(t)

Time domain

Amplitude of
IX.(f)I signal at

different

frequencies

- f
Phase of each

frequency
component

ZX(f)

Frequency domain
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Some basic concepts

: B e
Waterfall diagram - intuitive yet you need to see it

;’i
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Some basic concepts

x(t) Low variability

|X(f)| Small bandwidth

oot B— )
x(t) High-variabilify |X()l Large bandwidth
I —.v t . f
Time domain Frequency domain

Difference between bandwidths
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Some basic concepts

f0=1Hz
Fs =20 Hz
N = 60 samples
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Sampling and Samplerate (=how often/quickly do you sample)

e
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Some basic concepts

W

Bits

Encoding & Modulation

Symbols

10

01

01

On-Off Keying (OOK), FM, PSK, QAM, ODFM = modulating signal amplitude
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Software Defined Radios

Virtually any
modulation and A lot of cheap
[s]ge]e]ele]] = = user-friendly

Software . devices
from digital Minimal
: ) configurable

baseband to E i hardware

upper layers

Laptop SDR

A lot of open-source tools
already implemented

=
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Software Defined Radios

RTL-SDR

RX/TX, higher bandwidth and range, more expensivi

USRP B210
https:, vw.ettus.com/all-products/ub210-kit/
RX/TX, dual channel, hlgh quality, expensive

Different hardware exists

e
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Software Defined Radios

(Y]
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Ggrx: open source, easy to use
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Software Defined Radios

Options
o | Claverage

1208

Axes Options

o 0o 02 o4

Frequency (MHz)

GNU radio: steeper learning curve, but powerful and nice

aya
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Example RF transmission in gnu radio

Options. QT GUI Range QT GUI Range

Output Language y bd: noise v
Generate Options: (7 Label: Channe! Noi T
Default Value Default Value: |
Symbol = Constellation[two bits] Start:
for Nsamples of a symbol ::::: :-w
Random Source | Constellation Modulator b
Minimum: | Constellation: <con > .
Maimam: 256 Differential Encoding: Baseband IQ 5|gna|
Num Samples: 10k Samples/Symbot: ¢ ~
Repeat: v | Excess BW: 150r .
‘ UHD: USRP Sink
Consteilation Rect. Object Device Arguments: ad...5.10.2
. Id: apsk 1 Samp Rate (Sp
In put bItS Symbol Map: 0. 1.2.3 | cno: center Freq (Hz): 915M : . = =
Consteflation Points: 07 ChO: Gain Value: 3 : 1A 17"
Rotational Symmetry: 4 €ho: Antenna: TX/RX
v | Real Sectors: 2 Cho: Bandwidth (Hz) o o Radio signal

Imaginary Sectors: 2 TSB tag name:

Constellation | Wets Real sectors: 1

lookup T gy S Real radio hardware (RF Frontend for up-conversion):

E-g., URSP SDR connected via USB

aya
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Wireless Communication - Challenge
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Air-berry

rtl_tcp=10.200.136.50:11234
Wifi: botflag password: miscgangl337

https://cdn.vis.ethz.ch/ctf/air-berry_20230424_102509_432784200-2048000_fc.raw
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